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Fact Sheet

Defence Industry
Security as a Service

Government agencies, defence
departments and defence industry
prime contractors are rightly concerned
that the aerospace and defence (AGD)
industry is vulnerable to cyber-attacks
in its supply chain. The companies

that sit in the layers beneath the large
prime contractors in many instances

do not have the in-house expertise,
security systems or financial capacity
to implement and maintain robust cyber
security methods.

As the AED industry embarks on mega
projects that rely on thousands of
organisations to deliver the required
outcomes, existing suppliers will grow,
and new suppliers will enter the defence
market. Security will be an imperative to
ensure the following:

+ Safeguarding national interests and
government defence data

« Securing allies’ defence intelligence
and technologies

+ Protecting intellectual property

» Controlling access to sensitive defence
data and personnel data

Industry on all fronts must strengthen
and counter against the ever-growing,
evolving and persistent threat of cyber-
attacks. Security must be the focus

if supply chain organisations are to

be trusted with access to government
secrets and leading-edge defence
technologies. Security is paramount
when sharing data between allied,
geographically dispersed organisations
and extreme operational considerations.

Improving your security posture

DXC Technology has invested
significantly in developing security
capabilities that improve the security
postures of small, medium and

large organisations. We offer these
capabilities as Defence Industry Security
as a Service (DISEC).

Built upon 35 years of defence
and security experience, DXC
offers A&D clients:

+ 13 global and local security
operations centres, or SOCs

+ Digital security solutions

» Defence, security and export
controls knowledge and consultants

+ Extensive partnership and
relationship ecosystem

* More than 4,000 security
personnel globally

DXC combines the right people, processes
and technology to protect government
and defence industry data. We have
extensive experience in providing services
to many government departments,
defence industry companies and
manufacturing organisations. DXC
services are compliant with required local
and international standards.

DXC has unparalleled reach across a
network of security operations centres,
and we manage and monitor security
environments for sensitive government
clients with 24x7 support.

Using advanced threat detection and
response capabilities underpinned by
global threat intelligence, we help clients
find and shut down threats to secure
business operations and reputation.

DXC’s framework of capabilities can
be utilised on government, defence and
manufacturing industry accounts. These
capabilities encompass:

* IT risk management

* Audit and compliance management

* Identity and access management

+ Security policy and controls and
security compliance reporting

» Threat and vulnerability management
+ Anti-malware management

 Infrastructure, network and
endpoint security

« Security monitoring
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Defence Industry Security as a
Service (DISEC)

DXC offers DISEC for small, medium and
large defence industry organisations.
Basic services include:

* Quick-look security and export
controls assessment — assessment
and reporting includes onboarding
assessment questionnaire

» Security awareness training —
online training for employees

e Threat intelligence — a combination
of research, security operations centre
(SOC), incident response capability
and threat intelligence teams that
enhance threat detection through
actionable intelligence

* Phishing simulation threat tests —
simulations to test and train employees
in cyber security awareness

* Perimeter vulnerability scanning —
periodic nonintrusive network and
agent-based scanning, to discover
and prioritise known vulnerabilities,
and help plan and track remediation

* Quarterly reports — electronic
reports issued with security posture
status and highlighted issues

» Export controls compliance
(includes U.S. ITAR/EAR) advisory
consultancy — access to 5 hours of
export controls advisory services via
telephone or email

* Security advisory consultancy —
access to 5 hours of security advisory
consultancy via telephone or email

www.dxc.technology

Security solutions and services
DXC'’s extensive security solutions are
available optionally:

Security services

« SOC capability and services

« Cyber attack response services

+ Advisory consultancy (gap analysis
reviews, compliance assessments)

+ Systems security plans and
remediation action plans

* Penetration testing

« Infrastructure and network
security services

+ Export controls compliance (ITAR/EAR)

+ Personnel and building security
assessment/advisory

+ Endpoint protection and antivirus/

malware software

+ Cloud security

Digital systems and
transformation services

» DXC information and
communications technology (ICT)
portfolio of offerings — from digital
transformation and mobilisation
to point solutions

+ A&D compliance-led ICT solutions

Proven security experience

Successful security partnerships rely on
trust, the willingness of the stakeholders
to work together and a shared
commitment to achieve success.

Learn more at
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The DISEC solutions are founded on:

+ Trusted independence underpinned
with domain experience across
defence, security and export controls

+ Connection to extensive security
networks, including DXC'’s global
security intelligence operations centres

DXC'’s security services and solutions are
provided across all major industries.

These include: federal and local
governments, defence industry, banking
and financial services, healthcare,
general manufacturing, chemical,
transport, energy, oil and gas, mining
and nuclear.

DXC'’s vendor-agnostic approach to
supply chain solutions (software,
hardware and services) provides an
independent value-for-money basis for
sourcing from a wide variety of suppliers.
Our solutions are designed to align with
customer preferences/requirements

and to comply with defence industry
operating constraints.

Why DXC Technology

DXC has a complete security portfolio to
protect the enterprise, detect threats and
respond to attacks. We execute defence
projects for technologies that are subject
to defence operating constraints, strict
security requirements, and global import
and export controls. All defence industry
solutions are founded on a basis of
governance and compliance, conducted
by experienced and qualified resources
with appropriate defence security
clearances and authorised nationalities.

www.dxc.technology/aerospace_defense

and

www.dxc.technology/security

About DXC Technology

DXC Technology (DXC: NYSE) is the world’s leading independent, end-to-end IT services company, serving
nearly 6,000 private and public-sector clients from a diverse array of industries across 70 countries. The
company’s technology independence, global talent and extensive partner network deliver transformative
digital offerings and solutions that help clients harness the power of innovation to thrive on change.

DXC Technology is recognized among the best corporate citizens globally. For more information,

visit www.dxc.technology.
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