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Design for operations to deliver on digital transformation

To deliver on digital transformation and improve business
performance, enterprises are adopting a “design for operations”
approach to software development and delivery based on
intelligent automation at scale, and connecting ever-changing
customer needs to automated IT infrastructure. DevOps is the
set of practices that do this, enabled by software pipelines that
support Continuous Delivery.

The utopia of software delivery is Zero Ops, where systems are
self-healing and respond to events automatically — that is,

with zero human touch. Enterprises can apply the new delivery
approaches to both greenfield and legacy systems, using
intelligent automation to get even more value from existing
systems and to pay down technical debt, freeing up funding for
digital transformation.
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By 2021, over 50% of ClOs will have

appointed heads of delivery; integrated
their development, PMO, and operations
groups; reduced silos; expanded their
DevOps practices; and implemented Shift
Left Testing to accelerate innovation.

Source: IDC FutureScape: Worldwide Developer and DevOps 2018 Predictions (Doc #US42652317 / Oct 31, 2017)

Products and services pass through various stages of design evolution: from design

for purpose, to design for manufacture, to design for operations. In information
technology, for example, early systems such as Colossus were designed for one
purpose: to decipher encrypted code. And packaged software from companies such as
Oracle is a good example of designing for manufacture.

Designing for operations takes into account the end-to-end cost of delivering and using
software. Good examples of companies that do this include Netflix and other software-
driven services. They understand that they own the full cost of delivering their software
and have optimized accordingly, using practices we now call DevOps.

The efficiencies that can be achieved with designing for operations mean companies
running bespoke software (designed for purpose) and packaged software (designed for
manufacture) have a maturity gap where the liability is greater than the value. If that
gap can be closed, delivery can be better, faster and cheaper (no need to pick just two).

It's essential to close that gap, because if competitors can deliver better, faster and
cheaper, that puts them at an advantage. This even includes the public sector, since
government departments, agencies and local authorities are all under pressure to
deliver higher quality services to citizens with lower impact on taxation.

The reason we “shift left”

A typical outcome of the design-for-purpose approach is that functional requirements
(what the software should do) are pursued in preference to nonfunctional requirements
(security, compliance, usability, maintainability). As a result, things like security get
bolted on later, and in many cases, lacking functionality starts to accrue as technical
debt — that is, decisions that may seem expedient in the short term become costly in
the longer term.

The concept of “shifting left” is about ensuring that all requirements are included in
the design process from the beginning.! In practice, that doesn’t have to mean lots of
extra development work, as careful choices of platforms and frameworks can ensure
that aspects such as security are baked in from the beginning. A good example of
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contemporary development practices that support this is manifested when we ask,
“How do we know that this application is performing to expectations in the production
environment?” This moves way past “Does it work?” and starts asking “How might it
not work, and how will we know?”

The emergent practice of Observability Driven Development (ODD) is where
applications and their deployment pipelines are instrumented so that issues that
make it past established tests into production can be localized and remedied quickly.
This builds upon established practices such as Test Driven Development (TDD) and
Behavior Driven Development (BDD) by considering how an application interacts with
monitoring and debugging.

Agile enterprises need DevOps

The faster part of the better-faster-cheaper promise of design for operations isn’t
just about straightforward speed to get products and services to market quickly
(from concept to “ka-ching™). It’s also about “turning speed,” that is, to be responsive
to changing customer needs and demands. Agile enterprises need agile software
development, and that in turn needs agile infrastructure — on-demand, API-driven,
pay-as-you-go — that is, a cloud.

As an agile enterprise, the way to achieve a high “turning speed” and connect ever-
changing user needs to agile infrastructure is by embracing DevOps. DevOps, which
unifies development and operations, is the set of practices reflecting a high degree of
collaboration and speed for software development and delivery.

The key characteristics of DevOps, commonly called the “three ways,” are flow,
feedback and continuous learning by experimentation: Hybrid data management.
HDM is the foundation of a modern approach to advanced analytics and involves
optimizing traditional business intelligence (Bl) and data warehousing, blending in big
data analytics, creating analytics and data solutions across the spectrum of edge/
cloud/on-premises resources, and embedding prescriptive analytics models into
operations and business processes. HDM provides a comprehensive data strategy

for instituting industrial-scale analytics integrated into organizational processes and
systems that leverage any type of data wherever it resides and enables organizations
to become analytics-driven and agile.

* Flow is about ensuring that work can move as quickly as possible into the
operational environment. Flow comes from building pipelines that connect the
software engineering process end-to-end, from capturing needs through to
production infrastructure.

» Feedback is about finding problems at the earliest opportunity so that corrective
action can be quick and inexpensive. Feedback comes from building tests into the
pipeline so that errors can be caught. That means unit tests wherever possible — so
that we test parts of our software in isolation where we can, because that’s fast
and cheap, and use integration tests wherever necessary.

« Continuous learning by experimentation is about making it cheap and easy
to try things that might be improvements, and also making it cheap and easy to
take the improvements that work and incorporate them into the product or service.
Achieving continuous learning by experimentation doesn’t come simply by building
pipelines and the tests that go along with them. It takes work to realign culture
around trying new things and seeing what works. But the advantages of becoming
a learning organization make that extra effort worthwhile.
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Industrialized learning

The world’s largest and fastest-growing companies, such

as Amazon, Netflix and Alibaba, increasingly automate
operational and managerial decisions. They are industrializing
learning using intelligent, autonomous (self-governing) digital
platforms to translate their market and operational insights
into an immediate competitive advantage. They can evolve
constantly.

This constant evolution requires automated delivery at scale. It
means eliminating the dependencies that create friction within
and between teams, platforms, code/test/integration, data,
infrastructure and, crucially, decision making. When these
advanced firms add digitally enabled business capabilities,
they do so in a way that mitigates or removes these
interdependencies.

Citizen/customer-facing business operations are adapted on
the fly, while back-office systems and infrastructure change
more slowly. These advanced firms organize differently from
traditional firms; customer experience processes and systems
that have digital business capabilities are developed and
operated by Pioneers and Settlers, the rest by Town Planners.
(The Leading Edge Forum’s Pioneer-Settler-Town Planner model
is a three-tier operating model for IT organizations.?)

This reengineering exploits all the automation opportunities
throughout the IT life cycle. Typically, autonomic platforms
and self-service automation are used in parallel:

» Autonomic platforms build upon two important trends:
software-defined everything, and the overhaul of
IT operating and delivery models under the DevOps

movement. With more of IT becoming expressible as code,
from underlying infrastructure to IT department tasks,
organizations now have a chance to apply new architecture
patterns and disciplines. In doing so, they can reduce friction
by removing dependencies between business outcomes and
underlying solutions.

Advanced companies add into the platform the ability

to dynamically manage resources while integrating and
orchestrating more of the end-to-end activities required to
build and run IT solutions. This new class of autonomous
platforms is also self-configuring and self-healing, reducing
the interruptions to data flows; and its machine learning
also adapts internal workflows and external services to the
personal experience of customers.

« Self-service automation is where users access IT resources
from a catalog of standardized service options. The
automated system controls the provisioning process and
enforces role-based access, approvals and policy-based
controls. This capability is particularly useful to agile
innovation teams that are under time pressure to create and
test a minimum viable product or service.

The leading-edge firms, platform organizations,® go further;
they extend their autonomic platforms to deliver real-time
insights into consumer and producer behavior directly into
action-oriented systems, such as supply chain systems,
interactive web pages and alerting systems embedded in
customer-facing systems. They link their ecosystems directly
to decentralized decision engines, enabling them to learn
autonomously and optimize their services for changing
operational or market conditions.

Leading Edge Forum (LEF) is DXC Technology’s independent

cross-industry think tank.
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DevOps leads to continuous delivery (CD), which builds pipelines that connect user
need to automated infrastructure. Although it’s possible to do continuous integration
(CI) in the confines of an organization that splits between Dev and Ops, CD can only
be achieved by connecting all the way through to production infrastructure, which
necessitates Dev and Ops working together on automation.

Enterprises can take things further and implement continuous deployment, where code
changes flow through the pipeline directly into production when tests pass. But this
generally isn’t appropriate to organizations working in a regulated environment.

The “process break” in continuous delivery, where a decision is made to choose a
particular release to deploy into production, can be imagined as the “big red button”
that isolates automated testing from the production environment; that process break
aligns well with many segregation-of-duties requirements placed on organizations,

including those in healthcare, financial services, telecommunications and government.

Site Reliability Engineering builds on DevOps

Just as evolving requirements drove the need for closer cooperation between Dev and
Ops, the future will require closer cooperation between cloud provider and cloud user,
or customer. To borrow from author William Gibson: The future is already here; it’s
just unevenly distributed. And that future is Site Reliability Engineering (SRE) and its
offspring, Customer Reliability Engineering (CRE).

SRE is a variation of DevOps that emerged from Google and has found wide adoption
elsewhere. With SRE, an SRE team takes over the running of the software from the
Dev team. Although it’s just one of the successful approaches identified by Skelton
Thatcher Consulting in its DevOps Team Topologies,* it’s noteworthy due to its use in
Google’s emergent practice of CRE.

Google has stepped across the traditional shared-responsibility line used by cloud
service providers by implementing CRE — a more integrated and collaborative
approach — with a subset of users.

To be sure, the line between cloud providers and cloud users has been helpful in terms
of understanding who is responsible for what, especially in the realms of security and
compliance. But just as the split between Dev and Ops proved to be counterproductive,
the split between provider and user can also thwart optimal operations.

If a user’s cloud-based app needs to have high availability, then having the provider
involved in joint operations with the user takes the latency out of escalations when
issues arise. When the provider and user have common monitoring, a common
approach to postmortems, a common understanding of service level objectives (SLOs)
and shared on-call responsibilities, it becomes possible to act in unison when things
go wrong. SRE/CRE provides a framework for establishing that joint operations
model, which leads to better business outcomes.

v
By 2022, 35% of all production apps

will be cloud native.

Source: IDC FutureScape: Worldwide IT Industry 2019 Predictions FutureScape (Doc #US44403818 / Oct 29, 2018)
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Apply intelligent automation to reduce technical debt

Building continuous delivery pipelines is the way to connect user need to
infrastructure for new applications or anything that’s being rewritten. That said, we
have to be respectful of the value provided by legacy systems, which by definition
provide business value at a price point that doesn’t support a business case for
migration to the cloud.

However, that doesn’t mean those systems can’t be improved. By taking a data-
driven approach and employing intelligent automation that incorporates analytics,
lean and automation, we can get even more value from existing investments and pay
down the technical debt of the past:

» Analytics get intelligent automation started by applying data mining, artificial
intelligence (Al), predictive intelligence and other techniques to gain real-time
insights into the business. A powerful combination of Al-driven process discovery
and machine-learning-based tools can ingest operational and process-
oriented data to baseline current operations. Then data scientists can model the
environment to identify operational constraints and come up with a hypothesis
for improvement, an experiment that can be tried in the field, and a narrative to
explain it to stakeholders.

« Lean eliminates inefficiencies, drives continuous improvement, optimizes workflows,
and improves both quality and consistency — so that we automate an optimized
process, not just the process that’s there already, which might be littered with
organizational scar tissue from mistakes of the past. A team employing lean
practices can analyze data streams, develop insights and drive improvements
across its IT operations.

» Automation leverages the right tool for the job at hand in the appropriate context
to automate tasks, processes and workflows, improving standardization, response
times and accuracy.

Compared with earlier efforts that focused only on automation, this holistic
combination delivers greater insights, speed, repeatability, scalability and efficiency.
(See Figure 1) Companies should embrace a holistic approach so they are not, for
example, automating inefficient processes that should be eliminated altogether.

* Where are people * Where are the constraints
spending time? (bottlenecks)?

* Which users are more Analytics *  What work can be eliminated?
productive? Which users
are more successful? How
do they do it?

* Where is there excess
capacity, and how can we
better match capacity Automation
with demand?

* Where are standards not being
followed?

* Where are there recurring
process failures?

* Where is there manual, repetitive
work that can be automated?

* What tasks can be migrated to
self-service?

+ Are tools being leveraged
consistently in similar situations?

Figure 1. Intelligent automation: A holistic, data-driven approach to delivery
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By 2020, driven by the human versus

machine driver,

30% of back-office

transactional processing will be
automated within many functional

applications.

Source: IDC FutureScape: Worldwide Intelligent ERP 2018 Predictions (Doc #US43155917 / Oct 31, 2017)

A holistic approach to intelligent automation can simplify and lower the cost of
an organization’s IT operations, freeing up funding that can be invested in digital
transformation.

Create a performance-oriented culture

Intelligent automation is a key component, then, in the “design for operations”
approach. Intelligent automation is about both adopting new technologies and
processes and changing an organization’s culture.

Lean development drives a continuous-improvement mind-set that benefits from
experimentation, learning, and self-managed teams that break down data silos,
choose their own tools, and deliver software quickly and frequently. This new culture
improves the way information flows throughout the organization, which is critical to
operations and performance. It is a performance-oriented culture, where information
not only provides answers quickly, but also does so in formats that can be most
effectively used.

In this culture, workers are rewarded for continuous improvement, including those
who want to reinvent work using nimble processes and automation. Automation
has great potential to make many jobs more meaningful, as it frees workers from
repetitive tasks so they can focus on innovating in creative and practical ways.

However, for automation to improve the workforce, companies must take an active
role in training employees for nontransactional work and give employees greater
flexibility with their roles. There must be a willingness to innovate, including borrowing
best practices from outside the company.

Accelerating digital transformation

Enterprises need to adopt a “design for operations” model that includes a
comprehensive approach to intelligent automation — and at the scale required by
their size — to dramatically improve service delivery. This approach combines the
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three key elements — analytics, lean techniques and automation — to produce three
important benefits: greater insights, speed and efficiency. It enables service-based
solutions that are operational on Day 1.

Data-driven delivery methods are the way to go. Organizations can empower their
delivery professionals to eliminate inefficiencies, reduce disruptions and accelerate
resolutions. Organizations that apply intelligence, orchestration and automation to
their offerings can quickly build and deliver repeatable offerings and solutions that
help accelerate their digital transformations. It’s worth noting that the intelligence
comes from processing data exhaust in streams that ultimately flow to a data lake
that exists to answer the questions we forgot to ask; analytics for the things that you
know are needed are baked into the operations environment, and added to as more
needs emerge.

Partners can play a valuable role, too. That’s important, since business is now an
outside-in phenomenon, meaning innovation can come from anywhere. But this also
means that an organization’s platforms need to be open.

The utopia of software delivery is Zero Ops, where systems are self-healing and
respond to events automatically — that is, with zero human touch. (See Figure 2.
Continuous development flows directly into continuous deployment, which includes
automated testing and security. This reduces risk and speeds business outcomes.

We are on the path to Zero Ops, with “design for operations” an important step

on the journey. Faster, smoother delivery that minimizes costs both accelerates
digital transformation and frees up funding for investment in further transformation
activities. That’s a win-win.

Traditional Traditional
development operations
e
Collaborate Zero Ops
The IT environment has
P become so automated
§ and abstracted from the
underlying infrastructure
Te Re\eose that there is no need for
- a dedicated team to
manage it.

Figure 2. The utopia of software delivery is Zero Ops
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How DXC can hel p DXC has been deploying Bionix at scale to deliver managed

services to our clients. In addition to achieving transformative

New technologies and services are available to modernize results, we have learned valuable lessons that we are applying
service delivery. DXC Technology has a comprehensive in client environments. Outcomes have included:
approach to service delivery and digital operations called DXC | 5 50% to 80% reduction in time spent on operations
Bionix™.

« A 25% reduction in testing costs; 50% fewer defects; and

Bionix is our approach to intelligent automation that 60% less testing time

transforms enterprises digitally at scale. Three key elements
make Bionix unique: A dramatic reduction in the time needed to deploy an

application, from an average of 3 hours to just 15 minutes
+ Analytics and Al provide real-time insights into the business

and operations, identify cost-reduction opportunities, and * 70% reduction in resolution times and a greater than 3%
help deliver innovation. Bionix harnesses the power of data improvement in availability SLAs

mining, deep learning and predictive intelligence. Underlying Bionix is Platform DXC, our end-to-end

» Lean process methodology continually improves solution digital-generation platform for delivering and managing
delivery, eliminates inefficiencies and waste, and optimizes services. Platform DXC applies intelligence, orchestration
both workflows and team performance. These, in turn, help and automation to ensure that our offerings are built for
improve service quality, consistency and outcomes. operations from Day 1. Platform DXC is the foundation for

integrating DXC’s solutions, along with key partner intellectual
» Automation leverages technologies from DXC’s Partner

property, and provides modular, agile, flexible services.
Network, helping remove manual labor from common tasks,

processes, and workflows, as well as improving response Bionix represents a major part of DXC’s own transformation,
times, accuracy and standardization. both technological and cultural, from waterfall development
to DevOps and from IT outcomes to business outcomes.

DXC has been applying DevOps, cloud-based services and
lean techniques for years. Now we’ve committed our entire
company, from solutions development to delivery, to adopt a
DevOps mind-set. We can help your organization do the same,
as well as maximize business performance and value through

intelligent automation and digital-generation services delivery.

Now is the time to act. Don’t be disrupted — be the disruptor.
Let us help you innovate and transform to differentiate with
speed and quality. That’s DXC. That’s Digital Delivered.

v

Learn more at

dxc.technolo bionix



http://www.dxc.technology/bionix
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