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Benefits

» Assess your high-level security

posture

» Engage senior stakeholders in
security decision making

* Ensure an end-to-end
assessment across people,
processes and technology

* Learn how to prevent, detect,
respond, manage and recover
from an attack
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Offering Overview

Get a better view of your

security posture
DXC Cyber Maturity Review

Ensure an in-depth, business-level review of your organization’s
ability to protect assets, improve security practices and reduce

business risk.

Many organizations experience cyber
attacks on a daily and even hourly
basis, and the cost of breaches due to
theft and malware is climbing. By 2022,
the cost of cyber crime is expected to
reach $8 trillion worldwide, according to
Juniper Research.

Can you be sure that your organization
will respond to the next security
challenge successfully? How will you
react if you are breached? Will you be
able to respond quickly and effectively?

To maximize the effectiveness of your
security investment and protect what
matters most, your organization should
align security controls with the risks
your data and information assets face.
It takes a business-level approach

to protect your company assets and
intellectual property across your
enterprise.

Align security to your risk appetite

To help you respond to these challenges,
DXC Technology provides Security
Advisory Services that deliver the best
cost benefit for your business in line with
your risk appetite.

DXC delivers two core reviews for
enterprises that focus on different levels
of maturity and deep-dive reviews to
address targeted areas.

DXC’s Cyber Maturity Review Foundation
provides an introductory, high-level,
open forum workshop engaging with

senior security stakeholders to provide
an overview of the maturity of key cyber
security essentials. This assessment is
aimed at identifying a high-level security
posture, quick wins and major areas of
security concern.

DXC’s full Cyber Maturity Review (CMR)
provides a holistic, end-to-end appraisal
across critical security elements,
including people, processes and
technology aimed at all levels of your
business. This review is a comprehensive
solution that supports cyber security
improvement through quantitative gap
analysis, allowing cost-effective decision
making.

Deep-dive reviews

DXC has also developed critical subject
deep dives that allow an organization to
measure its maturity and preparedness
for:

» The General Data Protection
Regulation (GDPR)

« Cyber defense

+ ldentity and access management

Measuring your cyber maturity

DXC combines the industry-leading skills
and experience of our security advisors
with our innovative Cyber Reference
Architecture (CRA) to help elevate cyber
security in your boardroom and prepare
your business to respond to cyber
attacks.
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The DXC CRA is a framework of
strategies, tactics and capabilities

that provides a common language, a
consistent approach and long-term
vision to help organizations align
security strategies with the business and
accelerate digital transformation.

We break down organizational activity
into specific cyber security elements,
which are positioned in 12 security
domains that are structured into
strategic, tactical and operational,

and technical areas. This approach
allows DXC to determine your cyber
security maturity based on the industry-
recognized standard, the Capability
Maturity Model Integration.

At the beginning of the process, a
maturity target is defined, and the
resulting report provides advice on how
the organization can improve to achieve
this target. Industry-vertical benchmarks
can be provided so you can see how you
compare to your peers. DXC’s Cyber
Maturity Review brings awareness to
the boardroom and articulates how

an organization can prevent, detect,
respond, manage and recover from an
attack.

Versatility of review

We understand that the needs of

every organization are different. What
distinguishes the CMR from other
security assessments is that it is not
limited to technical controls and IT risks.
DXC’s flexible and pragmatic approach
enables the assessment to be customized
to address your specific business needs.
It focuses on the organizational elements
of people, processes and technology
across your entire business. With a CMR,
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you will get a comprehensive review
of your organizational cyber security.
Focus points include:

» The maturity of Security Operations
Center (SOC) functions

» Your current capability to detect and
manage attacks from advanced
persistent threats (APTs)

Make informed business risk decisions

A DXC Cyber Maturity Review is
delivered through a comprehensive and
flexible portfolio of security services. You
obtain:

» Cuyber situational awareness, full
visibility into your current security risk

» Reduced cyber risk exposure, a
summary of maturity that delivers
incremental improvements leading to
higher levels of protection and puts
you in control of events and incidents
as soon as they arise

* Regulatory compliance, which includes
adhering to national and international
laws and regulations, plus industry-
specific standards and frameworks

Key outcomes of the Cyber Maturity
Review are security improvements that
focus on areas where the greatest
benefit will be achieved for the best
return on investment.

Work with security experts

DXC Technology helps enterprise

and government clients protect what
matters. By understanding your critical
operations and mission-driven needs,
we work with you to ensure the secure
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movement of information within and
around your organization. We deliver
integrated, innovative and trusted
security solutions that are proven to
manage business risk and maximize your
investment in information security. Our
highly experienced team includes:

» More than 4,600 security and privacy
professionals worldwide

» Experts with a breadth and depth
of security vendor technology
certifications

» Consultants holding a variety of
global IT and security certifications,
including Certified Cyber Professional
(CCP), Certified Information Systems
Security Professional (CISSP), Certified
Information Security Manager
(CISM), Certified Information Systems
Auditor (CISA), UK Commercial
Evaluation Facilities (CLEF), Institute
of Information Security Professionals
(IISP), International Organization for
Standardization (ISO) 27001 Lead
Auditor, Payment Card Industry
Qualified Security Assessor (PCI QSA),
and more

» 10 cyber security centers worldwide to
ensure local support

No matter where you are, or how big
your organization is, we can help

you protect critical information and
processes while keeping your operations
flexible, efficient and responsive.

Learn more at
www.dxc.technology/cmr

DXC Technology (DXC: NYSE) is the world’s leading independent, end-to-end IT services company, serving
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