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Benefits

» Accelerate business with secure
access to information and
digital services for anyone,
anywhere and anytime.

* Improve customer experience

with frictionless authentication.

* Reduce the risk of cyberattacks
and the loss of organizational

value.

+ Get flexibility and scale by
migrating Identity and Access
Management (IAM) services to
the cloud.

+ Easily demonstrate and
maintain regulatory

compliance.

Offering Overview

Secure business agility
through identity
DXC ldentity and Access

Management

Support digital transformation, manage access to your
important data and enhance the customer experience with
end-to-end identity and access management (IAM) services.

Building trust in digital

Digital transformation means
collaboration with external entities,
customers, partners and devices
over shared infrastructures to deliver
engaging customer experiences. All
entities need to be identified before
a digital customer experience can be
personalized and monetized.

* Regulators and consumers demand
better protection of personal data.

« Citizens and customers need trust in
digital transactions.

» People want effortless authentication
experiences.

* Inflexible legacy systems cannot cope
with the new scale of customer and
Internet of Things (loT) IAM needs.

Our dependence on digital
infrastructures has raised the financial
and political risks from successful cyber
attacks.

» Passwords no longer offer reliable
protection.

+ A single employee can put an entire
network at risk of ransom.

* Privileged user accounts are prone to
misuse.

Internally aligned, enterprise-centric
systems and staff often lack the
functionality or skills to support new
digital business models and meet
compliance needs. Legacy IAM systems

remain costly to maintain and have
limited scalability, while skilled IAM staff
are hard to recruit.

Improving digital experience

DXC Technology provides end-to-end
IAM services to manage authentication
credentials, users, identity risk and
compliance. DXC’s services enable you
to manage access to important data and
gain control of identity management for
your customers, partners, employees,
connected devices and digital services,
including the relationships among all of
them.

Our IAM services support a customer
experience that delights, wins loyalty
and builds trust. Authentication is
scripted to flow with the customer
journey to remove friction from digital
transactions and limit damage from
adversarial attacks.

Using behavior analytics to assess risks
in real time before prompting users

to authenticate, IAM offers not just
passwords, but a choice of people-
friendly validation methods such as
voice and face recognition. Tuned for use
via mobile devices to provide high levels
of assurance with minimal effort from
users, it enables compliance and trusted
relationships between people, services
and connected devices.

Our elastic services hosted in the cloud
expand to meet customer peaks and the
growing number of connected devices in
the loT, and subscription-based pricing
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keeps costs in proportion to your actual

business growth. DXC’s IAM services
include:

» IAM Advisory Services give you
access to deep expertise with a
breadth of experience to ensure that

your strategy is aligned and priorities

rapidly addressed.

+ Identity Governance and
Administration makes management
of identity risks more efficient
and delivery of compliance more
affordable.

» Authentication Broker enables your
services and API layers to accept

external identities from customers and

partners. It improves user experience
across digital channels while

protecting privacy and data security.

+ Identity Management as a Service
allows you to migrate your IAM
infrastructure to the cloud and gain
the scale and availability of cloud-
hosted services.

» Security Access Services allow you
to reduce your operational costs and
maintain access policy enforcement
and regulatory compliance.

* Privileged Account Security
Diagnostic quickly assesses the
number and nature of administration
accounts within your organization.

* Privileged Account Management
Service gives you control of your
critical accounts to lower operational
costs and consistently enforce
your access policies and maintain
regulatory compliance.

» Multifactor Authentication increases

the security of digital assets. This
directly benefits organizations and
individuals by reducing risks of
financial loss and personal injury.
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» ConfidentID™ Biometric
Authentication provides consumer-
friendly voice and face verification via
mobile devices, delivering smoother
digital interactions that build trust.

Secure and Compliant Services

Our IAM services include a personal
privacy and access control dashboard
that meets both customer demands for
privacy protection and compliance rules,
such as the EU’s General Data Protection
Regulation (GDPR). This capability helps
your organization build trust with your
digital initiatives and helps improve
customer intimacy and loyalty.

You’ll power your IAM with external
cloud-hosted services that deliver
identity and access management at
scale with regulatory compliance. You
can reduce your risk from the misuse

of administrator and systems accounts
through DXC’s Privileged Account
Management (PAM), which monitors who
has access and what their access rights
are, as well as ensuring that policy is
enforced automatically.

In addition, DXC’s Identity Governance
and Administration makes identity risks
visible for all user accounts to satisfy
audit and compliance requirements

and gives you the tools to automate the
recertification of entitlements and the
administration of the entire user-account
life cycle.

Partner with DXC

1. Global capability. DXC is the only
global service provider that offers
end-to-end |AM services. We design,
deploy, manage and monitor for
clients of all sizes and industries
around the world.

2. Industry leader. Global research and
analyst firm Ovum ranked DXC as a
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global leader in its report, “Selecting
a Managed Security Services Provider,
2016-17.” In addition, in 2015, SC
Magazine gave DXC its Best Identity
Management Solution Award.

. Flexibility. We offer flexible

implementation that includes

proof of value to production-ready
implementation. Hosting options
include on-premises, data center,
hybrid, private cloud and public
cloud. Choose what you want to
implement, how you want to grow the
services, and when you want to do it.

. Best-in-class technology. We

use partners recognized as leaders
by industry experts, with our own
end-to-end deployment processes.
The combination of technology and
DXC experience helps you effectively
manage identities.

. Industry expertise. With decades of

experience delivering successful IAM
programs for clients globally. DXC
invests in robust training programs
to ensure that our consulting and
managed services professionals
deliver value, protect your
organization, and stay abreast of
global trends and best practices.

Take the next step

DXC offers you in-depth knowledge
about identity and access management
solutions. Our experienced advisors can
recommend the best path forward for
your organization.

Contact us at www.dxc.technology/
contact_us to find out how DXC can
help support your digital initiatives and
improve customer experience.

Learn more at
www.dxc.technology/iam

DXC Technology (DXC: NYSE) is the world’s leading independent, end-to-end IT services company, helping
clients harness the power of innovation to thrive on change. Created by the merger of CSC and the Enterprise
Services business of Hewlett Packard Enterprise, DXC Technology serves nearly 6,000 private and public
sector clients across 70 countries. The company’s technology independence, global talent and extensive
partner network combine to deliver powerful next-generation IT services and solutions. DXC Technology is
recognized among the best corporate citizens globally. For more information, visit www.dxc.technology.
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