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Benefits

* Implement an agile, efficient
and cost-effective security

infrastructure.

« Choose from our expansive
services and broad base of
market-leading third-party

vendors.

* Reduce the impact on your IT
staff’s productivity with DXC
security consultants.

« Optimize your return on
security technology investment.

» Gain a successful, reduced risk

implementation.

+ Ensure a true alignment of
security threat protection with
your business risk.

Offering Overview

Match your business risk with
infrastructure security

DXC Infrastructure and
Endpoint Security

Drive your organization’s infrastructure and endpoint security
improvement programs based on your unique level of business

risk.

New challenges and evolving threats

As cyber crime grows more sophisticated
as well as more lucrative, security
threats are becoming more complex
and numerous. These threats, coupled
with new stakeholder demands and
growing public scrutiny, are causing
many CISOs to struggle. Not only must
these security officers stay ahead of
the cyber criminals, but they must also
address new and complex issues around
compliance and regulations.

Further compounding their struggles
are new threats empowered by the
cloud, bring your own device (BYOD),
social media and mobility. While these
technology trends can be beneficial,
driving innovation, growth and
infrastructure transformation, they can
also open up new cyber crime threat
surfaces. Chief information security
officers (CISOs) must react to these new
threats constantly, making it harder
for them to proactively manage their
information security and risk strategies.

In this challenging environment,
organizations need up-to-date and
integrated security solutions that can
protect their confidential information
and data from ever-increasing threats.
Ideally, these solutions are both cost-
effective and conform to industry

best practices. Unfortunately, many
organizations lack the skills needed to

deliver these solutions. That leaves many
CISOs — and their organizations — at
risk.

Mitigate risk while maximizing
business

DXC Technology provides infrastructure
and endpoint security services designed
to lower enterprise data and network
risk, improve security protection, and
enable business innovation and growth.
DXC'’s services position you to reduce
your cyber risk, implement security
approaches successfully, optimize a
return on your security investments and

improve your infrastructure protection.

DXC Infrastructure and Endpoint
Security Services support an agile,
efficient and cost-effective security
infrastructure. That means solutions
meet your exact requirements, your IT
staff is freed up to work on other high-
value work, and your active business
risk aligns with your security threat
protection.

DXC consultants use industry standards
and best practices to advise and

assist in implementing a multipronged
approach to identity, vulnerability and
threat management. Your business
outcomes may include fewer outages in
production, clear separation of networks
and duties to minimize production risks,
and more efficient incident handling.
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Our consultants can also review your
security processes and artifacts and
then design an architecture that
mitigates risks, reduces operating costs
and enables new business drivers and
opportunities. You also benefit from our
vendor-agnostic security solution advice
and recommendations, deployment
experience, best practice integration
disciplines, and repeatable project
methodologies.

To offer this compelling expertise, DXC
either owns or partners with market-
leading infrastructure security vendors.
Our infrastructure and endpoint security
services provide three main areas of

protection:

1. Threat Resistance. Your first line of
defense provides protection against
high-volume threats that include
malware, spam, phishing, known
vulnerabilities and hostile exploits:

* Managed Endpoint Protection
provides you with antivirus and
antispyware, hosted firewall and
intrusion-prevention services, and both
application and device control.

* Managed Network Protection
reinforces your security measures with
network firewalls, a virtual private
network (VPN), proxy servers, secure
monitoring with security information
and event management (SIEM), and
distributed denial of service (DDoS)
attacks.

2. Threat Resilience. Your second line
of defense prevents a compromise from
spreading throughout the organization
and empowers you to recover quickly:
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*« Managed Advanced Threat
Protection helps you correlate
endpoint activity data with threat-
intelligence feeds, record and store
activity data, and provide 24x7
monitoring of detection alerts and
more.

* Managed Endpoint Threat Detection
and Response contains threats for
in-depth investigation, provides deep-
dive threat analysis and investigation,
and empowers incident responses and
remediation.

3. Digital Enabler. Your final line of
defense shields your organization with
an extra layer of protection to prevent
breaches:

« Digital Enabler Protection,
thanks to its low system footprint,
enables business processes without
compromising usability while providing
transparent micro-virtualization and
isolation capabilities, and employs
machine learning to offer bulletproof
protection.

To orchestrate these security services,
DXC also offers a vendor-agnostic virtual
single pane of glass to deliver near-real-
time visibility, reporting and reaction to
all security controls. It makes security
visibility and operations seamless. It

also boosts endpoint-security agility so
you can adapt quickly to fast-changing
business dynamics.

Rely on DXC expertise

DXC is a security leader with decades of
operational experience across numerous

organizations and industries.

About DXC Technology

Offering Overview

» World-class expertise: More than
4,000 DXC security professionals
worldwide leverage their deep cross-
domain expertise to mitigate your
security risks while enabling the
business. Our professionals can work
alongside your own security team
members or supplement your staff to
handle defensive surges at times of
heightened threat.

* Focused on your best solution:
DXC’s vendor-agnostic approach
means you’ll get the best possible
solution and technology for your
unique security and risk profile. In
addition, our consulting and support
services — which include full global
managed services — can help you align
IT-infrastructure protection with your
organization’s level of business risk and
budget.

 Strong alliances: To bring you the best
possible solution, DXC supplements its
world-class expertise with partnerships.
We currently work with leading security
providers that include Microsoft, Check
Point Software, F5 Networks, Fortinet,
McAfee and Symantec.

Take the next step

DXC offers you in-depth expertise on
infrastructure and endpoint security
solutions. Our experienced advisors can
recommend the best path forward for
your organization’s security.

Contact us at dxc.technology/contact_us
to find out how DXC can help you
support your infrastructure and endpoint
security while enabling your business.

Learn more at
www.dxc.technology/
secureinfrastructure
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